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¥ Vrije Universiteit Brussel State m e nt

¥ “There was a time when companies used
to get away with almost whatever they
wanted to because they had the ability to
control the vast majority of the
communication about their activities both
good and bad.”
(David Connor, 2010)
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5 Communication revolution?

¥ Forms of communication

D MaSS Communlcatlon Manuel Castells
¥ Societal communication p—

b Interpersonal communication :

communication

¥ Soclal media power

~ Mass self-communication
Mass communication

+ Self-communication
b Self-selected in reception
b Self-directed in emission
b Self-generated in content

¥ By many who communicate with many
¥ Coexist D interact © complement each other
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5 Prominence In business

Web 2.0 Adoption Rates by Country

B Organizations who use Web 2.0 for business (%)
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5 Prominence In business

Web 2.0 Applications Adoption by Country
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5 Mass self-communication

¥ Networked individualism B Person as the
portal (Wellman)
<-> Company as the portal (started with
telephone, e-maill, etc.)

¥ Increased freedom, but also responsibility =>
Vulnerability?
P Mass self-communication from outside
P Mass self-communication from inside

¥ How is the notion of vulnerability of
companies changing in relation to mass self-
communication?

b Reputation under threat!
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N o Outside: Kryptonite (3-2004)

¥ Opening Kryptonite bikeforum
Kryptonite locks filouphil 2 videos ¥/ Subscribe

easily with a
simple pen, as
the prototype
example of the
Impact of social
media on
corporate image:

¥ http://
www.youtube.co
m/watch?
v=_2vLtpVPqghl&
feature=related

filouphil inua )7 EJ 32’459 @

Wie man mit einem BIC-Stift ein Fahrradschloss knackt! Der Klassiker wenn es ... views
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NG T —— Outside: Antwerp (8-2010)

¥ Easy Way to You TUhE |Fiets Antwerpen slot | Zoeken Bladeren = Uploaden
steal a bike In HOW TO STEAL A BIKE IN ANTWERP (without any tools!)

. ieterdeflieter 1 video's |~/ Abonneren
Antwerp: °

¥ http://
www.youtube.co
m/watch?
v=xYLtxcqaLnU

= 289189 oz
pieterdeflieter aantal keren bekeken

After my 3th bike got stolen | discovered how easy it is to steal a bike in Antwerp...

BTW: in this video | steal my own bike as an example
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Inside: DominoOs pizza (4-2009)

:V{ Vrije Universiteit Brussel

¥ EmplOyees You TUhE I | Zoeken Bladeren = Uploaden
posted video on Workers fired for Domino's prank video
how they did all EconomyBurst 7 video's [¥|  Abonneren

kinds of stuff
with pizza when
preparing:

¥ http://
www.youtube.co

m/watch?
v=TijGa_UNOAA

EconomyBurst 7 april 2 z 828 >
http://EconomyCollapse.Blog... aantal keren bekeken
Gleuk | QP 4 Toevoegenaan Delen <Insluiten> 78
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NG Inside: Vicente hospital (8-2010)

¥ Inthe Vicente YOU | | Zosken | Biaderen | Uploaden
Sotto Memorial laughing doctors in cebu
Medical Center nomzig 16 video's ¥/ Abonneren
in Cebu "
(Philippines)
three doctors
and a nurse
behaved

unappropriate
during operation:

¥ http://
www.youtube.co
m/watch?
v=TgHyKJI3R8Q
&feature=related ?n(:;n;zl:gibigan magkapera online, hindi to scam promise click nyo lang ang site . 5 fgzaslferen bekek:n
Bleuk 4 Toevoegenaan Delen <Insluiten> 0
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Facts and figures

:V{ Vrije Universiteit Brussel

¥ 60% of companies report that the most
significant potential consequences from
Inappropriate social media usage are loss of
reputation, brand, or client confidence

¥ 14% of organizations report litigation or
legal threats caused by employees
disclosing confidential or sensitive
iInformation, with more than 61% of those
threats caused by social media disclosures.

Source: Kisselburgh, Spafford & Vorvoreanu, 2010
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5 Paradoxical risk perception

¥ 60% of Orgaruzatlons do not budget for Top Perceived Security Threat from Employee
Web 2.0-specific security solutions , and Web 2.0 Usage
some have incurred high, unanticipated

losses. TOP PERCEIVED SECURITY THREAT FROM
D Organizations in India and Brazil , which have .
seen high losses from security incidents, are MALWARE INTRODUCTION
most likely to budget for Web 2.0-specific
security solutions. VIRUS INTROGUCTION 154

b “People who have had some small number of
risky interactions, for example, downloading
illegal content from insecure file-sharing

INFORMATION CVEREXPOSURE

networks, believe these small numbers of S 10%
events to fully illustrate their own unique risk S
profile. Having played the odds and won, -
individuals will believe that their risk EXPOSED ENTRY POINTS -
perception is rational and fully formed. In
contrast, a more rational calculation is that DATA LEAKS
they have had unlikely success in avoiding
security risk s in a dangerous cyber BOTNET WTRODUCTION 5%
world.” (Camp 2009, p.4)

SPAM USE INCREASE 4%
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NG Responses: outside oriented

¥ “25% of British travellers say that online reviews by strangers  help
determine their travel plans compared to 14% for online
advertisements, 13% for TV travel programs, 11% for travel
magazines, newspaper supplements and 9% for TV advertising and
direct mail.”
(Nick Oram, joint managing director of Total Media, 2010)

¥ “Over 400 hotel and restaurant businesses in the UK and US are
exploring the possibility of joining a 'group defamation’ action
against TrlpAdV|sor in response to what the firms comp/aln are
'false' and 'unfair' revie ws being posted on the travel site.”
(Neil Davey, writer mycustomer.com, 2010)

¥ "It's worth remembering that as well as allowing people to voice their
complaints, it also rewards those hotels and resorts that excel
The fact that TripAdvisor does allow for hotels to reply to
complainants explaining how it's tackled the problem, makes it as
much, if not more, of an opportunity as a threat.”
(Nick Oram, joint managing director of Total Media, 2010)
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NG Response: outside oriented

h S o c I a I S FRONT PAGE SERVICE PRESS RELEASES BLOG FAQ CONTACT
Front Page Services EEns
E4 1:-, 7|7 1". ‘
Facebock Marketing Services Y" “ T“ B E I ‘ [
Twitter Marketing Services -
\ I ) )

Press Release Distribution H “ ﬂ K - - ‘ '
| ‘ |
] ]
R
! |

YouTube Marketing Services

e I Tuhe

About Us
Media
Charity Fund
FAQ

Read It Now!

WANT M““E ' unlimited press release distribution...
bbbl | REACH 560,000+ MEDIA CONTACTS. INSTANTLY.
BUY THEM NOW!

Our unlimited press release distribution gets you results
ADVERTISING STERDIDS! | shop now |

| shop now |

Buy Twitter followers! recent news...
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NG Response: outside oriented

HILHARILL 3R What big brands spent in June

$10 MILLION

§3.59 MILLION

spent by BP at the
height of the spill
crisis

0 & & & & & & & & » &
S & ¢ & & &F & F S
W o O W S F ¢ T
& © & Y @S
Source: Advertising Age, 6/9/2010 June Spendinq
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The good news: Mermaids are real. The
bad news: They are now extinct.
#bpcares

about 18 howrs ago viaweb

#"" BPGlobalPR

BP Public Relations
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WALl Response: Inside oriented

¥ Over 60% of
organizations In
Benelux, Italy and 100
Spain restrict
Facebook usage

. \)orolb',

¥ BUT: TodayOs
workforce access
at home as well as
in the workplace, 40%

Moninor s

N Comrolrestnee

B 2ock access
while ubiquitous 30%

connectivity 20%%

expected, whether

using consumer- A

owned or Smal  Medum  Large

organizationally- (<100) (1001000}  {>1000)

prowded devices Crganization size {(rumber of employees)

Source: Kisselburgh, Spafford & Vorvoreanu, 2010
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NG Response: inside oriented

Organizations without social media policies
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NG Response: inside oriented

¥ OThrowing things out to workers and
not explaining the implications, not
explaining how to use them

proper|y IS of course, a risk. Implemented Security Measures Post-Web 2.0
Education is half of the challenge
of ensuring that things we donOt UsAGE
want to have happen wonOt R
happenO INCREASED FREWALL PROTECTION 7944
(Spafford’ 2010) INTRODUCED GREATER LEVELS OF WEB ALTERING cas
GREATER WEB GATEWAY PROTECTION 53%%
¥ Finding a balance between e A .
technical solutions, training and o
ed ucation _ NTRODUCED ELECTRONKC POLICES ye

b Arming employees with knowledge
for protecting organizationOs assets
and engaging them effectively when
talking about work and connecting
from work
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NG Response: inside oriented

¥ Analyst and business strategist, Stowe Boyd, discusses the
historical resistance to emerging technologies in organizations

b “When American businesses after WWI| started to think about

rolling out telephones on everyone’s desks, the biggest
objection that was raised by the senior managers, who already
had telephones, was that everyone was going to use these
phones for personal use. They were going to call mom; they
were going to gossip. They weren’t going to use them pr/marlly
fo do business. But [most of the] time, business people use
telephones to conduct business because it’s an efficient, and
direct and obvious way to do it. The exact same thing
happened with e-mail, the exact same thing happened with
Instant messaging , and now with social media , especially the
stuff that has social networks in it, they are say/ng exactly the
same stuff. ‘We’ve got to manage this because they’re going to
be sitting there talking about fantasy football.’”

Source: Kisselburgh, Spafford & Vorvoreanu, 2010
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5 Specific solutions

¥ Technology

b Multi-layered solutions with granular application
control, linked to type of employee

b Device-independent

¥ Company strategy and policies

b Guidance for employees in media landscape of mass
self-communication

b Formulating clear norms of transmission and
Implementing them in transparent corporate structure

¥ Education
b Awareness and digital literacy
b All levels of employees
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NG o Our next steps

¥ IWT 4-year
interdisciplinary SBO
project (2010-2014)

b Vrije Universiteit
Brussel (VUB)

¥ SMIT + LSTS

b University of Ghent
(UG)
¥ MICT + C&E

b Catholic University
Leuven (KUL)
¥ ICRI + CUO

¥ Focused on two cases

1. Young people and
social media

2. Social media on
the workfloor

User Empowerment in a Social Media Culture
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